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Preface

Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active
warranties on their RUCKUS products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS
Support Portal using https://support.ruckuswireless.com, or go to https://www.commscope.com/ruckus and
select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open
a case or access the self-service resources, use the following criteria:

e Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go
to the Open a Case section.

e Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high.
Workaround may be available. Go to the Open a Case section.

e Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains
functional. Go to the Self-Service Resources section.

e Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to
the Self-Service Resources section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed
below to get help:

e Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at
https://support.ruckuswireless.com/contact-us and Live Chat is also available.

o Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network
outage.


https://support.ruckuswireless.com
https://www.ruckuswireless.com
https://support.ruckuswireless.com/contact-us
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Self-Service Resources

The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to
research and resolve problems with your RUCKUS products, including:

e Technical Documentation—https://support.ruckuswireless.com/documents

Community Forums—https://forums.ruckuswireless.com/

Knowledge Base Articles—https://support.ruckuswireless.com/answers

Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

Security Bulletins—https://support.ruckuswireless.com/security
Using these resources will help you to resolve some issues, and will provide TAC with additional data from your

troubleshooting analysis if you still require assistance through a support case or RMA. If you still require help,
open and manage your case at https://support.ruckuswireless.com/case_management.

Document Feedback
RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.

When contacting us, include the following information:
e Document title and release number
e Document part number (on the cover page)
e Page number (if appropriate)
For example:
e RUCKUS SmartZone Upgrade Guide, Release 5.0
e Part number: 800-71850-001 Rev A
e Page7
RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents.
You can locate the documentation by product or perform a text search. Access to Release Notes requires an


https://support.ruckuswireless.com
https://support.ruckuswireless.com/documents
https://forums.ruckuswireless.com/
https://support.ruckuswireless.com/answers
https://support.ruckuswireless.com/#products_grid
https://support.ruckuswireless.com/security
https://support.ruckuswireless.com/case_management
mailto:%20mailto:%20#Ruckus-Docs@commscope.com
https://support.ruckuswireless.com/documents
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active support contract and a RUCKUS Support Portal user account. Other technical documentation content is
available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.commscope.com/
ruckus .

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to

wireless networking essentials, site surveys, and products, visit the RUCKUS Training Portal at https://
commescopeuniversity.myabsorb.com/. The registration is a two-step process described in this video. You create a
CommScope account and then register for, and request access for, CommScope University.

Document Conventions

The following table lists the text conventions that are used throughout this guide.

Table 1. Text Conventions

Convention Description

monospace Identifies command syntax device(config)#
examples interface ethernet
1/1/6
bold User interface (Ul) components On the Start menu, click All
such as screen or page names, Programs.

keyboard keys, software buttons,
and field names

italics Publication titles Refer to the RUCKUS Small
Cell Release Notes for more
information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing
severity of potential hazards.

® Note: A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference
to related information.

Attention: An ATTENTION statement indicates some information that you must read before continuing with
the current action or task.


https://www.ruckuswireless.com
https://www.ruckuswireless.com
https://commscopeuniversity.myabsorb.com/
https://commscopeuniversity.myabsorb.com/
https://share.vidyard.com/watch/GHgR1Fz69xk5Sj2fiLXoC1?
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/A CAUTION: A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause
damage to hardware, firmware, software, or data.

A DANGER: A DANGER statement indicates conditions or situations that can be potentially lethal or extremely
hazardous to you. Safety labels are also attached directly to products to warn of these conditions or
situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of
parameters and their logical relationships.

bold text Identifies command names, keywords, and command
options.

italic text Identifies a variable.

[] Syntax components displayed within square brackets
are optional.

Default responses to system prompts are enclosed in
square brackets.

{x|yl| z} A choice of required parameters is enclosed in curly
brackets separated by vertical bars. You must select
one of the options.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are
enclosed in angle brackets.

Repeat the previous element, for example,
member[member...].

\ Indicates a “soft” line break in command examples. If
a backslash separates two lines of a command input,
enter the entire command at the prompt without the
backslash.
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About This Report

Introduction
New In This Document

Terminology

Introduction

The SmartZone RFC Support and Standards Compliance Report lists the RFCs supported by the SmartZone and
Virtual SmartZone (vSZ) platforms. This document also provides SNMP, GTP, and 3GPP compliance test reports
for the controller, including the test topology and compliance support matrix.

This report is for service operators and system administrators who are responsible for managing, configuring,

and troubleshooting Ruckus devices. Consequently, it assumes a basic working knowledge of local area networks,
wireless networking, and wireless devices.

® Note:

This guide assumes that the controller has already been installed as described in the Getting Started Guide.

Most user guides and release notes are available in Adobe Acrobat Reader Portable Document Format (PDF) or
HTML on the Ruckus support web site at https://support.ruckuswireless.com/contact-us.

Parent topic: About This Report

New In This Document

Table 1. New in 6.1.1 (December 2022)

Description Reference
RFC5580 Carrying location objects in Carrying Location Objects in
RADIUS. RADIUS - RFC 5580

Parent topic: About This Report


https://support.ruckuswireless.com/contact-us

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Terminology

The following table lists the terms used in this guide.

Table 1. Terminology used in this guide

Term Description

Fully compliant Implemented as specified in the section including
optional aspects of the specification.

Compliant Implemented all mandatory aspects of the
functionality. Optional aspects may not be supported.

Partially compliant Some aspects of the mandatory part have not been
implemented.

Non-compliant Not implemented as specified. If applicable,
proprietary implementations are explained with a
note.

Not applicable Refers to requirements but is not relevant to this

version of the controller.

No requirement Indicates that there are no requirements to be
implemented or the section is empty.

Parent topic: About This Report

10
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RFCs

Supported RFCs

RFC Compliance Details

Supported RFCs

The following table lists the RFCs that are supported by the SmartZone and Virtual SmartZone (vSZ) controllers.
In the Release field, SmartZone 5.0 is used as the baseline release. This means RFCs listed as being introduced in
release 5.0 were actually introduced in 5.0 or an earlier release.

RFC Number RFC Name Introduced Release
RFC 768 User Datagram Protocol 5.0
RFC 791 Internet Protocol 5.0
RFC 792 Internet Control Message Protocol 5.0
RFC 793 Transmission Control Protocol 5.0
RFC 815 IP Datagram Reassembly 5.0
Algorithms
RFC 826 Ethernet Address Resolution 5.0
Protocol
RFC 894 Standard for Transmission of IP 5.0

Datagrams over Ethernet Networks

RFC 950 Internet Standard Subnetting 5.0
Procedure

RFC 959 File Transfer Protocol 5.0

RFC 1042 Standard for Transmission of IP 5.0

Datagrams over |IEEE 802 Networks

RFC 1071 Computing the Internet Checksum 5.0
RFC 1112 Host Extensions for IP Multicasting 5.0
RFC 1122 Requirements for Internet Hosts - 5.0

Communication Layers

RFC 1180 TCP/IP tutorial 5.0

11
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RFC 1191 Path MTU Discovery 5.0
RFC 1212 Concise MIB Definitions 5.0
RFC 1213 Management Information Base for 5.0

Network Management of TCP/IP-
based Internet: MIB-II

RFC 1215 SNMP Generic Traps 5.0
RFC 1256 ICMP Router Discovery Messages 5.0
RFC 1305 Network Time Protocol (Version 3) 5.0
RFC 1350 TFTP Protocol (Revision 2) 5.0
RFC 1492 Access Control Protocol, sometimes 5.0

called TACACS

RFC 1643 Definitions of Managed Objects for 5.0
the Ethernet-like Interface Types

RFC 1701 Generic Routing Encapsulation 5.0
(GRE)

RFC 1702 Generic Routing Encapsulation over 5.0
IPv4 networks

RFC 1812 Requirements for IP Version 4 5.0
Routers

RFC 1831 RPC: Remote Procedure Call 5.0

Protocol Specification Version 2

RFC 1901 Introduction to Community-based 5.0
SNMPv2
RFC 1908 Coexistence between Version 1 and 5.0

Version 2 of the Internet Standard
Network Management Framework

RFC 1918 Address Allocation for Private 5.0
Internet

RFC 1952 GZIP file format specification 5.0
version 4.3

RFC 1982 Serial Number Arithmetic 5.0

RFC 2011 SNMPv2 Management Information 5.0

Base for Internet Protocol using
SMiv2

12
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RFC 2012 SNMPv2 Management Information 5.0
Base for Transmission Control
Protocol using SMIv2

RFC 2013 SNMPv2 Management Information 5.0
Base for User Datagram Protocol
using SMiv2

RFC 2131 Dynamic Host Configuration 5.0
Protocol

RFC 2307 Approach for Using LDAP as a 5.0

Network Information Service

RFC 2474 Definition of the Differentiated 5.0
Services Field (DS field) in IPv4
andIPv6 Headers

RFC 2511 Internet X.509 Certificate Request 5.0
Message Format

RFC 2548 Microsoft Vendor Specific RADIUS 5.0
Attributes

RFC 2578 Structure of Management 5.0
Information Version 2 (SMIv2)

RFC 2579 Textual Conventions for SMIv2 5.0

RFC 2581 TCP Congestion Control 5.0

RFC 2597 Assured Forwarding PHB Group 5.0

RFC 2600 Internet Official Protocol Standards 5.0

RFC 2616 HTTP 1.1 5.0

RFC 2665 Definitions of Managed Objects for 5.0
Ethernet-like Interface Types

RFC 2759 Microsoft PPP CHAP Extensions, 5.0
Version 2

RFC 2783 Pulse-Per-Second API for UNIX-like 5.0

Operating Systems, Version 1.0

RFC 2784 Generic Routing Encapsulation 5.0
(GRE)
RFC 2819 Remote Network Monitoring 5.0

Management Information Base

13
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RFC 2821 Simple Mail Transfer Protocol 5.0
RFC 2863 Interface Group MIB 5.0
RFC 2865 Remote Authentication Dial In User 5.0

Service (RADIUS) [June 2000]

RFC 2866 RADIUS Accounting [June 2000] 5.0

RFC 2867 RADIUS Tunnel Accounting 5.0

RFC 2869 RADIUS Extensions [June 2000] 5.0

RFC 2882 Network Access Servers 5.0
Requirements: Extended RADIUS
Practices

RFC 3164 BSD Syslog Protocol (This RFC is 5.0

obsoleted by RFC 5424)

RFC 3246 Expedited Forwarding PHB (Per- 5.0
Hop Behavior) [2]

RFC 3411 An Architecture for Describing 5.0
Simple Network Management
Protocol (SNMP) Management
Frameworks

RFC 3412 Message Processing and 5.0
Dispatching for the Simple Network
Management Protocol (SNMP)

RFC 3413 Simple Network Management 5.0
Protocol (SNMP) Applications

RFC 3414 User-based Security Model (USM) 5.0
for Version 3 of the Simple Network
Management Protocol (SNMPv3)

RFC 3415 View-based Access Control Model 5.0
(VACM) for the Simple Network
Management Protocol (SNMP)

RFC 3416 Version 2 of the Protocol 5.0
Operations for SNMP

RFC 3417 Transport Mappings for the Simple 5.0
Network Management Protocol
(SNMPv3)

RFC 3418 Management Information Base 5.0

(MIB) for SNMP [December 2002]

14
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RFC 3575 IANA Considerations for RADIUS 5.0
(Remote Authentication Dial In
User Service)

RFC 3576 Dynamic Authorization Extensions 5.0
to RADIUS
RFC 3579 RADIUS (Remote Authentication 5.0

Dial In User Service) Support For
Extensible Authentication Protocol

(EAP)
RFC 3580 IEEE 802.1X RADIUS Guidelines 5.0
RFC 3584 Management Information Base 5.0

(MIB) for the Simple Network
Management Protocol

RFC 3748 Extensible Authentication Protocol 5.0
(EAP)
RFC 3826 Advanced Encryption Standard 5.0

(AES) Cipher Algorithm in the SNMP
User-based Security Model

RFC 4001 Textual Conventions for Internet 5.0
Network Addresses

RFC 4022 Management Information Base for 5.0
the Transmission Control Protocol
(TCP)

RFC 4113 Management Information Base for 5.0

the User Datagram Protocol (UDP)

RFC 4122 A Universally Unique ZDentLfier 5.0
(UUID) URN Namespace

RFC 4137 State Machines for Extensible 5.0
Authentication Protocol (EAP) Peer
and Authenticator

RFC 4186 EAP-SIM 5.0

RFC 4187 EAP-AKA 5.0

RFC 4250 The Secure Shell (SSH) Protocol 5.0 (OpenSSH) https://
Assigned Numbers www.openssh.com/specs.html

RFC 4254 The Secure Shell (SSH) Connection 5.0

Protocol

15
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RFC 4292

RFC 4293

RFC 4346

RFC 4372

RFC 4506

RFC 4511

RFC 4825

RFC 4898

RFC 5176

RFC 5280

RFC 5343

RFC 5424

RFC 5425

RFC 5426
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IP Forwarding Table MIB [April
2006]

Management Information Base for
the Internet Protocol (IP) [April
2006]

TLS protocol version 1.1
Chargeable User Identity

XDR: External Data Representation
Standard

Lightweight Directory Access
Protocol (LDAP): The Protocol

The Extensible Markup Language
(XML) ConfiJurDtLon Access
Protocol (XCAP)

TCP Extended Statistics MIB (TCP-
ESTATS)

Dynamic Authorization Extensions
to Remote Authentication Dial In
User Service (RADIUS)

Internet X.509 Public Key
Infrastructure Certificate and
Certificate Revocation List (CRL)
Profile (PKI Certification)

Simple Network Management
Protocol (SNMP) Context EnginelD
Discovery

Layered architecture for SYSLOG

Transport Layer Security Mapping
for Syslog

Transmission of Syslog Messages
over UDP

5.0

5.0

5.0

5.0

5.0

5.0

5.0

5.0

5.0

5.0

5.0

5.0

5.0 https://en.wikipedia.org/wiki/
Syslog-
ng#Related_RFCs_&_working_grou
ps

5.0 https://en.wikipedia.org/wiki/
Syslog-
ng#Related_RFCs_&_working_grou
ps
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RFC 5590 Transport Subsystem for the Simple 5.0
Network Management Protocol
(SNMP)

RFC 5591 Transport Security Model for 5.0

the Simple Network Management
Protocol (SNMP)

RFC 5953 Transport Layer Security (TLS) 5.0
Transport Model for the Simple
Network Management Protocol

(SNMP)

RFC 6101 The Secure Sockets Layer (SSL) 5.0
Protocol Version 3.0

RFC 7159 The JavaScript Object Notation 5.0
(JSON) Data Interchange Format

RFC 6614 Transport Layer Security (TLS) 5.1.1
Encryption for RADIUS

RFC 2818 HTTP over TLS 5.1.1.3

RFC 3268 Advanced Encryption Standard 5.1.1.3
(AES) Cipher suites for Transport
Layer Security (TLS)

RFC 4251 The Secure Shell (SSH) Protocol 5.1.1.3

Architecture

RFC 4252 The Secure Shell (SSH) 5.1.1.3
Authentication Protocol

RFC 4253 The Secure Shell (SSH) Transport 5.1.1.3
Layer Protocol

RFC 4492 Elliptic Curve Cryptography (ECC) 5.1.1.3
Cipher Suites for Transport Layer
Security (TLS)

RFC 5288 AES Galois Counter Mode (GCM) 5.1.1.3
Cipher Suites for TLS

RFC 5289 TLS Elliptic Curve Cipher Suites 5.1.1.3
with SHA-256/384 and AES Galois
Counter Mode (GCM)

RFC 5246 The Transport Layer Security (TLS)  5.1.1.3
Protocol Version 1.2

17
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RFC 5656 Elliptic Curve Algorithm Integration 5.1.1.3
in the Secure Shell Transport Layer

RFC 6668 SHA-2 Data Integrity Verification for 5.1.1.3
the Secure Shell (SSH) Transport
Layer Protocol

RFC 2898 PKCS #5: Password-Based 5.2
Cryptography Specification Version
2.0

RFC 3069 VLAN Aggregation for Efficient IP 5.2

Address Allocation

RFC5580 Carrying Location Objects in 6.1.1
RADIUS and Diameter

RUCKUS Analytics RFCs
RFC Number RFC Name Release in which Support was
Introduced
RFC 6749 The OAuth 2.0 Authorization 5.2
Framework
RFC 7540 Hypertext Transfer Protocol Version 5.2
2 (HTTP/2)

Federal Information Processing Standards (FIPS) RFCs

RFC Number RFC Name Release in which Support was
Introduced

RFC 2737 Entity MIB (Version 2) 5.1.2

RFC 4301 Security Architecture for the 5.1.1.3
Internet Protocol

RFC 4303 IP Encapsulating Security Payload 5.1.1.3
(ESP)

RFC 3602 The AES-CBC Cipher Algorithm and  5.1.1.3

Its Use with IPSec

RFC 7296 Internet Key Exchange Protocol 5.1.1.3
Version 2 (IKEv2)

18
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RFC Number RFC Name Release in which Support was
Introduced

RFC 4868 Using HMAC-SHA-256, HMAC- 5.1.1.3
SHA-384, and HMAC-SHA-512 with
IPSec

RFC 4945 The Internet IP Security PKI Profile  5.1.1.3

of IKEv1/ISAKMP, IKEv2, and PKIX

IPv6 RFCs
RFC Number RFC Name Release in which Support was
Introduced

RFC 4862 IPvé6 Stateless Address Auto 5.1.2
configuration

RFC 4213 Basic Transition Mechanisms for 5.1.1.3
IPv6 Hosts and Routers

RFC 2460 Internet Protocol, Version 6 (IPv6)  5.1.1.3
Specification

RFC 5095 Deprecation of Type 0 Routing 5.1.1.3
Headers in IPv6

RFC 2464 Transmission of IPvé Packets over 5.1.1.3
Ethernet Networks

RFC 1981 Path MTU Discovery for IP version 6 5.1.1.3

RFC 4291 IP Version 6 Addressing 5.1.1.3
Architecture

RFC 3879 Deprecating Site Local Addresses 5.1.1.3

RFC 4193 Unique Local IPv6 Unicast 5.1.1.3
Addresses

RFC 4007 IPv6 Scoped Address Architecture  5.1.1.3

RFC 3315 Dynamic Host Configuration 5.1.1.3
Protocol for IPvé6 (DHCPv6)

RFC 4861 Neighbor Discovery for IP version 6 5.1.1.3
(IPvé6)

RFC 2462 IPvé6 Stateless Address Auto replaced by RFC 4862

configuration

19
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RFC Number RFC Name Release in which Support was
Introduced

RFC 4443 Internet Control Message Protocol  5.1.1.3
(ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification

RFC 2461 Neighbor Discovery for IP Version 6 5.2
(IPvé)
RFC 2463 Internet Control Message Protocol 5.2

(ICMPv6) for the Internet Protocol
Version 6 (IPv6) Specification

Parent topic: RFCs

RFC Compliance Detalils

This section provides detailed SmartZone compliance information for a subset of the supported RFCs.

Parent topic: RFCs

Network Access ldentifier - RFC 4282

The following table lists the RFC compliance 4282 for the controller based on the network access identifier.

Table 1. Network access identifier - RFC 4286

Section Number | Section Title Controller as Ruckus AP

Proxy Server Hosted AAA
Server

1 Introduction No requirement No requirement  Informative
1.1 Terminology No requirement No requirement Informative
1.2 Requirements No requirement No requirement

language
1.3 Purpose No requirement No requirement

2 NAI definition No requirement No requirement



Section Number

2.4

2.5

2.6

2.7

2.8

Section Title

Formal syntax

NAI length
considerations

Support for
username
privacy

International
character sets

Compatibility
with email
username

Compatibility
with DNS

Realm
construction

Examples

Security
considerations

IANA
considerations
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Controller as

Proxy Server

Fully compliant

Fully compliant

Non compliant

Compliant

Fully compliant

Fully compliant

Partially compliant

No requirement

No requirement

No requirement

Hosted AAA

Ruckus AP

Fully compliant

Fully compliant

Non compliant

Compliant

Fully compliant

Fully compliant

Partially
compliant

No requirement

No requirement

No requirement

Comments

Itis
recommended
to omit the user
name rather
than the fixed
username.

Does not
support
bidirectional
characters.

Does not
support
mediating realm.

Informative
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Section Number | Section Title Controller as Ruckus AP Comments

Proxy Server Hosted AAA
Server

Changes from
RFC 2486

Appendix A No requirement No requirement  Informative

Parent topic: RFC Compliance Details

EAP-SIM - RFC 4186

The following table lists the RFC compliance 4186 for the controller based on the EAP-SIM.

Table 1. EAP-SIM - RFC 4186

Controller - Comment
Hosted AAA

Mode

Section Number | Section Title Controller Proxy Mode

Controller AAA

AP-Controller

1 Introduction No requirement No requirement Descriptive
2 Terms No requirement No requirement Informative
3 Overview No requirement No requirement = Informative
4 Operation No requirement No requirement Informative
4.1 Version Fully compliant Fully compliant

negotiation
4.2 Identity No requirement No requirement

management
4.2.1 Format, No requirement No requirement

generation and
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Section Number

4.2.11

4.2.1.2

4.2.1.3

42.1.4

4.2.1.5

4.2.1.6

4.2.1.7

Section Title

usage of peer
identities

General

Identity privacy
support

Username types
in EAP-SIM
identities

Username
decoration

NAI realm
portion

Format of the
permanent
username

Generating
pseudonyms and
fast
reauthentication
identities by the
server
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Controller Proxy Mode

AP-Controller Controller AAA

No requirement

No requirement

Fully compliant

Fully compliant

Not applicable

Not applicable

Not applicable

Controller -
Hosted AAA
Mode

No requirement

No requirement

Fully compliant

Not compliant

Not applicable

Fully compliant

Compliant

Comment

Informative

Informative

Only pre-
pending string is
allowed to
decorate the
username in non
3GPP proxy
mode.

Requirement for
PEER.

Informative
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Section Number

4.2.1.8

4.2.1.9

4.2.1.10

4.2.2

4.2.21

4.2.2.2

4.2.3

4.2.4

Section Title

Transmitting
pseudonyms and
fast
reauthentication
identities to the
peer

Usage of the
pseudonym by
the peer

Usage of the fast
reauthentication
Identity by the
peer

Communicating
the peer identity
to the server

General

Fully compliant

Choice of
identity for the
EAP-response/
identity

Server operation
in the beginning
of EAP-SIM
exchange
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Controller Proxy Mode

AP-Controller

Fully compliant

Not applicable

Not applicable

No requirement

Fully compliant

Fully compliant

Not applicable

Not applicable

Controller AAA

Controller - Comment
Hosted AAA
Mode

Fully compliant

Not applicable PEER (STA)
requirement.

Not applicable PEER (STA)

requirement.

No requirement

Fully compliant

Fully compliant  Fully compliant.

Not applicable Requirement for
PEER.

Fully compliant
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Section Number

4.2.5

4.2.6

4.2.7

4.3

4.3.1

4.3.2

4.3.3

4.3.4

4.3.5

Section Title

Processing of
EAP-
request/SIM/
start by the peer

Attacks against
identity privacy

Processing of
AT_IDENTITY by
the server

Message
sequence
examples
(informative)

Full
authentication

Fast
reauthentication

Fallback to full
authentication

Requesting the
permanent
identity 1

Requesting the
permanent
identity 2
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Controller Proxy Mode

AP-Controller Controller AAA

Not applicable

Not applicable

Not applicable

No requirement

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Controller - Comment
Hosted AAA

Mode

Requirement for
PEER.

Not applicable

Not Applicable Requirement for

PEER.

Fully compliant

No requirement Informative

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant
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Section Number

4.3.6

5.2

5.3

5.4

5.5

6.1

6.2

6.3

Section Title

Three EAP-SIM/
start roundtrips

Fast
reauthentication

General

Comparison to
UMTS AKA

Fast
reauthentication
identity

Fast
reauthentication
procedure

Fast
reauthentication
procedure when
counter Is too
small

EAP-SIM
notifications

General

Result
indications

Error cases
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Controller Proxy Mode

AP-Controller Controller AAA

Fully compliant

No requirement

Not applicable

No requirement

Not applicable

Not applicable

Not applicable

No requirement

No requirement

Not compliant

No requirement

Controller - Comment

Hosted AAA
Mode

Fully compliant

No requirement

Fully compliant

No requirement Informative

Fully compliant

Fully compliant

Fully compliant  Unable to verify.

No requirement

No requirement Informative

Not compliant
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Section Number

6.3.1

6.3.2

6.3.3

6.3.4

8.1

8.2

9.1

9.2

Section Title

Peer operation

Server operation

EAP failure

EAP success

Key generation

Message format
and protocol
extensibility

Message format

Protocol
extensibility

Messages

EAP-
request/SIM/
start

EAP-
response/SIM/
start
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Controller Proxy Mode

AP-Controller Controller AAA

Not applicable

Fully compliant

Fully compliant

Partially compliant

Not applicable

No requirement

Fully compliant

Compliant

No requirement

Fully Compliant

Fully compliant

Controller -
Hosted AAA
Mode

Not applicable

Not compliant

Fully compliant

Partially

compliant

Fully compliant

No requirement

Fully compliant

Compliant

No requirement

Fully Compliant

Fully compliant

Comment

Requirement for
PEER.

Does not
support
AT_RESULT_IND.

Supports EAP-
SIM version 1.

Supports EAP-
SIM version 1.

Peer operation.
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Section Number

9.3

9.4

9.6

9.7

9.8

9.9

10

10.1

Section Title

EAP-
request/SIM/
challenge

EAP-
response/SIM/
challenge

EAP-
request/SIM/
reauthentication

EAP-
response/SIM/
reauthentication

EAP
response/SIM/
client error

EAP
request/SIM/
notification

EAP
response/SIM/
notification

Attributes

Table of
attributes
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Controller Proxy Mode

AP-Controller Controller AAA

Compliant

Fully compliant

Compliant

Compliant

Fully compliant

Not compliant

Not compliant

No requirement

No requirement

Controller -
Hosted AAA
Mode

Compliant

Fully compliant

Compliant

Compliant

Fully compliant

Not compliant

Not compliant

No requirement

No requirement

Comment

Does not
support
AT_RESULT_IND.

Peer operation

Does not
support
AT_RESULT_IND.

Peer operation.
Does not
support
AT_RESULT_IND.

Peer operation.

Informative

Informative
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Section Number

10.2

10.3

10.4

10.5

10.6

10.7

10.8

10.9

10.10

Section Title

AT_VERSION_LIS
T

AT_SELECTED_V
ERSION

AT_NONCE_MT

AT_PERMANENT
_ID_REQ

AT_ANY_ID_REQ

AT_FULLAUTH_I
D_REQ

AT_IDENTITY

AT_RAND
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Controller Proxy Mode

AP-Controller

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Not applicable

AT_NEXT_PSEUD Fully compliant

ONYM

Controller AAA

Controller -
Hosted AAA
Mode

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully Compliant

Compliant

Comment

Peer operation.

Peer operation.

Peer operation.

The controller
passes the
attribute
between NAS
and AAA server
using a proxy
mode.

Realm is sent.
The controller
passes the
attribute
between NAS
and AAA server
using a proxy
mode.
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Section Number | Section Title Controller Proxy Mode Controller - Comment
Hosted AAA
Mode

AP-Controller Controller AAA

10.11 AT_NEXT_REAUT Fully compliant Fully compliant  The controller
H_ID passes the
attribute

between NAS
and AAA server
using a proxy

mode.

10.12 AT_LV, Fully compliant Fully compliant  The controller
AT_ENCR_DATA, passes the
and attribute
AT_PADDING between NAS

and AAA server
using a proxy

mode.

10.13 AT_RESULT_IND  Not compliant Not compliant

10.14 AT_MAC Fully compliant Full compliant The controller
passes the
attribute
between NAS
and AAA server
using a proxy
mode.

10.15 AT_COUNTER Not applicable Fully compliant

10.16 AT_COUNTER_T Not applicable Fully compliant  Peer operation

OO_SMALL
10.17 AT_NONCE_S Not applicable Fully compliant
10.18 AT_NOTIFICATIO Not compliant Not compliant

N
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Section Number | Section Title Controller Proxy Mode Controller - Comment
Hosted AAA
Mode

AP-Controller Controller AAA

10.19 AT_CLIENT_ERR  Fully compliant Fully compliant
OR_CODE
11 IANA No requirement No requirement

considerations

12 Security No requirement No requirement
considerations

12.1 A3 and A8 Not applicable Fully compliant
algorithms

12.2 Identity Fully compliant = Not compliant Compliant RADIUS

protection messages are
sent to the
controller using
the SSH tunnel.
A secure
connection is
not available
since the
controller and
AAA server are
both assumed to
be in operator
core. The
controller
supports
pseudonym
based
authentication.

12.3 Mutual Not applicable Not compliant Not compliant Communication
authentication between the
and triplet controller and
exposure
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Section Number

12.4

12.5

12.6

12.7

12.8

12.9

12.10

12.11

12.12

Section Title

Flooding the
authentication
center

Key derivation

Cryptographic
separation of
keys and session
independence

Dictionary
attacks

Credentials
reuse

Integrity and
replay
protection, and
confidentiality

Negotiation
attacks

Protected result
indications

Man-in-the-
middle attacks
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Controller Proxy Mode

AP-Controller Controller AAA

Not compliant

Not applicable

Not applicable

Fully compliant

No requirement

Fully compliant

Fully compliant

Not compliant

Fully compliant  Not compliant

Controller - Comment

Hosted AAA
Mode

AAA is
unsecured.

Not compliant

Fully compliant

Fully compliant

Fully compliant

No requirement

Fully compliant

Fully compliant

Not compliant

Not compliant
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Section Number | Section Title Controller - Comment

Controller Proxy Mode

12.13

13

Appendix A

Al

A2

A3

A4

A5

A6

A7

A8

Generating
random
numbers

Security claims

Test vectors

EAP-request/
identity

EAP-response/
identity

EAP-
request/SIM/
start

EAP-
response/SIM/
start

EAP-
request/SIM/
challenge

EAP-
response/SIM/
challenge

EAP success

Fast
reauthentication

AP-Controller

Not applicable

Not applicable

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

Controller AAA

Hosted AAA
Mode

Fully compliant

Fully compliant

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

Informative

Informative

Informative

Informative

Informative

Informative

Informative

Informative

Informative
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Section Number | Section Title Controller Proxy Mode

AP-Controller Controller AAA

A.9 EAP- No requirement
request/SIM/re-
authentication

A.10 EAP- No requirement
response/SIM/re
-authentication

Appendix B Pseudo-random No requirement
number
generator

Parent topic: RFC Compliance Details

EAP-AKA - RFC 4187

Controller -
Hosted AAA
Mode

No requirement

No requirement

No requirement

The following table lists the RFC compliance 4187 for the controller based on the EAP-AKA.

Table 1. EAP-AKA - RFC 4187

Section Number | Section Title Controller as Proxy

Ruckus AP Controller

Controller -
Hosted AAA
Mode

Comment

Informative

Informative

Informative

1 Introduction and No requirement
motivation

2 Terms and No requirement
conventions
used in this

document

No requirement

No requirement

Informative

Informative
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Section Number

3

4.1

4.1.1

4.1.1.1

4.1.1.2

4.1.1.3

4.1.1.4

4.1.1.5

4.1.1.6

4.1.1.7

Section Title

Protocol
overview

Operation

Identity
management

Format,
generation and
usage of peer
identities

General

Identity privacy
support

Username types
in EAP-AKA
identities

Username
decoration

NAIl realm
portion

Format of the
permanent
username

Generating
pseudonyms and
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Controller as Proxy

Fully compliant

No requirement

No requirement

No requirement

No requirement

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Controller

Not applicable

Controller -
Hosted AAA
Mode

Fully compliant

No requirement

No requirement

No requirement

No requirement

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Comment

Informative
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Section Number | Section Title Controller as Proxy Controller - Comment
Hosted AAA
Mode

--m e

fast
reauthentication
identities by the
server

4.1.1.8 Transmitting Fully compliant Fully compliant
pseudonyms and
fast
reauthentication
identities to the
peer

4.1.1.9 Usage of the Fully compliant Fully compliant
pseudonym by
the peer

4.1.1.10 Usage of the fast Fully compliant Fully compliant
reauthentication
identity by the
peer

4.1.2 Communicating  No applicable No applicable Requirement for
the peer identity PEER
to the server

4121 General Fully compliant Fully compliant
4.1.2.2 Relying on EAP-  Fully compliant Fully compliant
response/
identity

discouraged

4.1.3 Choice of Not applicable Not applicable Requirement for
identity for the PEER
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Section Number | Section Title Controller as Proxy Controller - Comment
Hosted AAA
Mode

--m e

EAP-response/
identity

4.1.4 Server operation Fully compliant Fully compliant
in the beginning
of EAP-AKA
exchange

4.1.5 Processing of Not applicable Not applicable Requirement for
EAP-request/ PEER
AKA-identity by
the peer

4.1.6 Attacks against  Not applicable Not applicable Requirement for
identity privacy PEER

4.1.7 Processing of Fully compliant Fully compliant
AT_IDENTITY by
the server

4.2 Message No requirement No requirement Informative
sequence
examples
(informative)

421 Usage of No requirement No requirement Informative
AT_ANY_ID_REQ

422 Fallback on full No requirement No requirement Informative
authentication

4.2.3 Requestingthe  No requirement No requirement Informative
permanent
identity 1
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Section Number | Section Title

--m e

4.2.5

5.1

5.2

5.3

5.4

5.5

6.1

Requesting the
permanent
identity 2

Three EAP/AKA-
identity round
trips

Fast
reauthentication

General

Comparison to
AKA

Fast
reauthentication
identity

Fast
reauthentication
procedure

Fast
reauthentication
procedure when
the counter is
too small

EAP-AKA
notifications

General
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Controller as Proxy

No requirement

No requirement

No requirement

Fully compliant

No requirement

Fully compliant

Fully compliant

No requirement

No requirement

Non-compliant

Controller -
Hosted AAA
Mode

No requirement

No requirement

No requirement

Fully compliant

No requirement

Fully compliant

Fully compliant

No requirement

No requirement

Non-compliant

Comment

Informative

Informative

Informative
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Section Number | Section Title Controller as Proxy Controller - Comment
Hosted AAA
Mode

--m e

Result Non-compliant Non-compliant
indications
6.3 Error cases No requirement No requirement
6.3.1 Peer operation Not applicable Not applicable
6.3.2 Server operation Needs to be
verified
6.3.3 EAP failure Compliant Compliant Does not
support
AT_NOTIFICATIO
N
6.3.4 EAP success Compliant Does not
support
AT_RESULT_IND
and
AT_NOTIFICATIO
N
7 Key generation  Fully compliant Fully compliant
8 Message format = No requirement No requirement
and protocol
extensibility
8.1 Message format = Fully compliant Fully compliant
8.2 Protocol
extensibility
9 Messages No requirement No requirement = Informative
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Comment

Section Number | Section Title Controller as Proxy Controller -
Hosted AAA
Mode

Controller

9.1

9.2

9.3

9.4

9.5

9.6

9.7

9.8

9.9

EAP-request/
AKA-identity

EAP-response/
AKA-identity

EAP-request/
AKA-challenge

EAP-response/
AKA-challenge

EAP-response/
AKA-
authentication-
reject

EAP-response/
AKA-

synchronization-

failure

EAP-request/
AKA-

reauthentication

EAP-response/
AKA-

reauthentication

EAP-response/
AKA-client-error

Fully compliant

Not applicable

Compliant

Not applicable

Not applicable

Not applicable

Fully compliant

Not applicable

Not applicable

Fully compliant

Not applicable

Compliant

Not applicable

Not applicable

Not applicable

Fully compliant

Not applicable

Not applicable

Requirement for
PEER

Does not
support
AT_RESULT_IND

Requirement for
PEER

Requirement for
PEER

Requirement for
PEER

AT_CHECKCODE
is not verified

Requirement for
PEER

Requirement for
PEER
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Section Number | Section Title

--m e

9.11

10

10.1

10.2

10.3

10.4

10.5

10.6

10.7

10.8

10.9

10.10

EAP-request/

AKA-notification

EAP-response/

AKA-notification

Attributes

Table of
attributes

AT_PERMANENT

_ID_REQ

AT_ANY_ID_REQ

AT_FULLAUTH_I
D_REQ

AT_IDENTITY

AT_RAND

AT_AUTN

AT_RES

AT_AUTS
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Controller as Proxy

Non compliant

Not applicable

No requirement

No requirement

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

AT_NEXT_PSEUD Fully compliant

ONYM

Controller -
Hosted AAA
Mode

Non compliant

Not applicable

No requirement

No requirement

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Comment

Does not
support
AT_NOTIFICATIO
N

Requirement for
PEER

Informative
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Section Number | Section Title

--m e

10.11

10.12

10.13

10.14

10.15

10.16

10.17

10.18

10.19

10.20

11

AT_NEXT_REAUT
H_ID

AT_IV,
AT_ENCR_DATA,
and
AT_PADDING

AT_CHECKCODE

AT_RESULT_IND

AT_MAC

AT_COUNTER

AT_COUNTER_T
OO_SMALL

AT_NONCE_S

AT_NOTIFICATIO
N

AT_CLIENT_ERR
OR_CODE

IANA and
protocol
numbering
considerations

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Controller as Proxy

Fully compliant

Fully compliant

Fully compliant

Non compliant

Fully compliant

Fully compliant

Fully compliant

Non compliant

Fully compliant

Compliant

Controller -
Hosted AAA
Mode

Fully compliant

Fully compliant

Fully compliant

Non compliant

Fully compliant

Fully compliant

Fully compliant

Non compliant

Fully compliant

Compliant

Comment

AT_CHECKCODE
is not verified

Does not
support
AT_RESULT_IND
&
AT_NOTIFICATIO
N
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Comment

Section Number | Section Title Controller as Proxy Controller -
Hosted AAA
Mode

Controller

12

12.1

12.2

12.3

12.4

12.5

12.6

12.7

12.8

12.9

Security
considerations

Identity
protection

Mutual
authentication

Flooding the
authentication
center

Key derivation

Brute force and
dictionary
attacks

Protection,
replay
protection, and
confidentiality

Negotiation
attacks

Protected result
indications

Man-in-the-
middle attacks

No requirement

Fully compliant

Fully compliant

Non compliant

No requirement

No requirement

Fully compliant

No requirement

Non compliant

Fully compliant

No requirement

Fully compliant

Fully compliant

Non compliant

No requirement

No requirement

Fully compliant

No requirement

Non compliant

Fully compliant

Not verified

Does not
support rate
limiting

Informative

Informative

Informative

Not verified
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Section Number | Section Title Controller as Proxy Controller - Comment
Hosted AAA
Mode
12.10 Generating Fully compliant Fully compliant  Not verified
random
numbers
13 Security claims  No requirement No requirement Informative
Appendix A Pseudo random  No requirement No requirement Informative
number
generator

Parent topic: RFC Compliance Details

RADIUS Support for EAP - RFC 3579

The following table lists the RFC compliance 3579 for the controller based on the EAP.

Table 1. RADIUS Support for EAP - RFC 3579

Section Number | Section Title Controller as Ruckus AP Comments

Proxy Server Hosted AAA
Server

Introduction No requirement No requirement

1.1 Specification of  No requirement No requirement
requirement

1.2 Terminology No requirement No requirement
2 RADIUS support Compliant Compliant
for EAP
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Section Number

2.3

2.4

2.5

2.6

2.6.1

2.6.2

2.6.3

2.6.4

2.6.5

3.1

3.2

Section Title

Protocol
overview

Invalid packets

Retransmission

Fragmentation

Alternative uses

Usage guidelines

Identifier space

Role reversal

Conflicting
messages

Priority

Displayable
messages

Attributes

EAP message

Message
authenticator
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Controller as

Hosted AAA
Server

Proxy Server

Partially compliant

Partially compliant

Not applicable

Fully compliant

Not applicable

Compliant

Compliant

Not applicable

Compliant

Compliant

Compliant

Fully compliant

Fully compliant

Compliant

Ruckus AP Comments

Partially

compliant

Partially EAP-NAK and

compliant DOS attack is not
supported

Not applicable

Fully compliant

Not applicable

Compliant

Compliant

Not applicable

Compliant

Compliant

Compliant

Fully compliant

Fully compliant

Compliant
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Section Number

3.3

4.1

4.2

4.3

4.3.1

4.3.2

4.3.3

4.3.4

4.3.5

4.3.6

4.3.7

4.3.8

4.3.9

Section Title

Table of
attributes

Security
requirements

Security protocol

Security Issues

Privacy Issues

Spoofing and
hijacking

Dictionary
attacks

Known plain text

attacks

Replay attacks

Negotiation
attacks

Impersonation

Man in the
middle attacks

Separation of
authenticator
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Controller as

Hosted AAA
Server

Proxy Server

Fully compliant

No requirement

Not applicable

Partially compliant

Not applicable

Partially compliant

Not applicable

Not applicable

Not applicable

Not applicable

No requirement

Not applicable

Partially compliant

Ruckus AP

Fully compliant

No requirement

Not applicable

Partially
compliant

Not applicable

Partially
compliant

Not applicable

Not applicable

Not applicable

Not applicable

No requirement

Not applicable

Partially
compliant

Comments

IPSec is not used
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Section Number | Section Title Controller as Ruckus AP

Proxy Server Hosted AAA
Server

and
authentication
server

4.3.10 Multiple No requirement No requirement
databases

5 IANA No requirement No requirement
considerations

6 References No requirement No requirement

6.1 Normative No requirement No requirement
references

6.2 Informative No requirement No requirement
references

Parent topic: RFC Compliance Details

EAP - RFC 3748

The following table lists the RFC compliance 3748 for the controller based on the EAP.



Section
Number

11

1.2

1.3

21

2.2

2.3

Section
Title

Introductio
n

Specificatio
n of
requiremen
ts

Terminology

Applicability

Extensible
authenticati
on protocol
(EAP)

Support for
sequences

EAP
multiplexing
model

Pass
through
behavior
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Table 1. EAP - RFC 3748

Controller as Ruckus AP | Comments

Hosted AAA
Server
No

No requirement

Proxy
Server

requiremen
t

No requirement No
requiremen
t

No requirement No
requiremen
t

No requirement No
requiremen
t

Fully
compliant

Fully compliant

Fully
compliant

Fully compliant

No requirement No
requiremen
t

Controller
does not
support
EAP. Fails
for AAA
RADIUS

Compliant Compliant
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Section Section Controller as Ruckus AP | Comments
Number Title

Proxy Hosted AAA
Server Server

server and
Diameter
server

2.4 Peer-to- Compliant Not compliant  Controller
Peer applicable supports
operation EAP-TLS in

proxy mode

3 Lower layer = No requirement No

behavior requiremen
t

3.1 Lower layer Not applicable Not
requiremen applicable
ts

3.2 EAP usage  Not applicable Not
within PPP applicable

3.2. PPP Fully compliant Fully
configuratio compliant
n option
format

3.3 EAP usage  Compliant Compliant
within IEEE
802

3.4 Lower layer Not applicable Not
indications applicable

4 EAP packet  Fully compliant Fully
format compliant
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Section
Number

4.1

4.2

4.3

5.1

5.2

5.3

5.3.1

5.3.2

Section
Title

Request
and
response

Success and
failure

Retransmiss
ion
behavior

Initial EAP
request/
response

types

Identity

Notification

NAK

Legacy NAK

Expanded
NAK

Controller as

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Ruckus AP

Comments

Proxy Hosted AAA
Server Server

Code,
identifier,
length, type
and data

Compliant

Fully compliant

Compliant

Compliant

Compliant

No requirement

Not applicable

Not applicable

Not applicable

Compliant

Fully
compliant

Compliant

Compliant

Compliant

No
requiremen
t

Not
applicable

Not
applicable

Not
applicable

Piggyback

Notification
is optional
as
mentioned
in the RFC
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Section Section Controller as Ruckus AP | Comments
Number Title

Proxy Hosted AAA
Server Server

5.4 MD5- Compliant Compliant  NAK and
challenge expanded
NAK
5.5 One-Time Not applicable Not
Password applicable
(OTP)
5.6 Generic Not applicable Not Not
Token Card applicable  applicable
(GTC)
5.7 Expanded Not applicable Not
types applicable
5.8 Experiment Not Not Not
al applicable applicable  applicable
6 IANA No requirement No
consideratio requiremen
ns t
6.1 Packet Fully compliant Fully
codes compliant
6.2 Method No requirement No
types requiremen
t
7 Security No requirement No
consideratio requiremen

ns t
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Section Section
Number Title

7.1 Threat
model

7.2 Security
claims

7.21 Security
claims
terminology
for EAP
methods

7.3 Identity
protection

7.4 Man-in-the-
middle
attacks

7.5 Packet
modificatio
n attacks

7.6 Dictionary
attacks

7.7 Connection
to an
untrusted
network

7.8 Negotiation
attacks

Controller as

Proxy
Server

No requirement

No requirement

No requirement

Compliant

No requirement

Not applicable

Not applicable

Not applicable

Not applicable

Hosted AAA

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Ruckus AP | Comments

No
requiremen
t

No
requiremen
t

No
requiremen
t

Compliant

No
requiremen
t

Not
applicable

Not
applicable

Not
applicable

Not
applicable
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Section Section Controller as Ruckus AP | Comments
Number Title

Proxy Hosted AAA
Server Server

7.9 Implementat Not applicable Not
ion applicable
idiosyncrasi
es
7.10 Key Compliant Compliant
derivation
7.11 Weak Not applicable Not
cipher applicable
suites
7.12 Link layer Not applicable Not
applicable
7.13 Separation  Not Compliant Not
of applicable applicable
authenticat
or and
backend
authenticati
on server
7.14 Clear text Not applicable Not
passwords applicable
7.15 Channel Not applicable Not
binding applicable
7.16 Protected No requirement No
result requiremen

indications t
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Section Section Controller as Ruckus AP | Comments
Number Title

Proxy Hosted AAA
Server Server
8 Acknowledg No requirement
ments requiremen
t
9 References = No requirement No
requiremen
t
9.1 Normative  No requirement No
references requiremen
t
9.2 Informative  No requirement No
references requiremen
t

Parent topic: RFC Compliance Details

RADIUS - RFC 2865

The following table lists the RFC compliance 2865 for the controller based on the RADIUS.

Table 1. RADIUS as per RFC 2865

Section Number | Section Title Controller as Ruckus AP Comments

Proxy Server Hosted AAA
Server

Introduction No requirement No requirement  Informative

1.1 Specification of  No requirement No requirement Informative
requirement
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Section Number

1.2

2.2

2.3

2.4

2.5

2.6

4.1

4.2

4.3

Section Title

Terminology

Operation

Challenge/
response

Interoperation
with PAP and
CHAP

Proxy

Why UDP?

Retransmission
hints

Keep-Alive
considered
harmful

Packet format

Packet types

Access request

Access accept

Access reject
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Controller as

Proxy Server

No requirement

Fully compliant

Fully compliant

No requirement

Fully compliant

No requirement

No requirement

No requirement

Fully compliant

Fully compliant

Partial compliant

Fully compliant

Fully compliant

Hosted AAA

Server

Not applicable

Ruckus AP

No requirement

Fully compliant

Fully compliant

No requirement

Fully compliant

No requirement

No requirement

No requirement

Fully compliant

Fully compliant

Compliant

Fully compliant

Not applicable

Comments

Informative

Informative

Informative

Informative

User password
and CHAP
password is not
implemented.
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Section Number

5.2

5.3

5.4

5.5

5.6

5.7

5.8

5.9

5.10

5.11

5.12

Section Title

Access challenge

Attributes

User name

User password

CHAP password

NAS-IP address

NAS port

Service type

Framed protocol

Framed-IP
address

Framed-IP
netmask

Framed routing

Filter Id

Framed MTU
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Controller as

Proxy Server

Fully compliant

Partial compliant

Fully compliant

Not applicable

Not applicable

Fully compliant

Fully compliant

Compliant

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Compliant

Hosted AAA

Ruckus AP

Fully compliant

Partial compliant

Fully compliant

Not applicable

Not applicable

Fully compliant

Fully compliant

Compliant

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Compliant

Comments

Framed and
authorize (5176)
is used.

Used only in
request.
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Section Number

5.13

5.14

5.15

5.16

5.17

5.18

5.19

5.20

5.21

5.22

5.23

5.24

5.25

5.26

Section Title

Framed
compression

Login-IP-Host

Login-Service

Login-TCP-Port

Unassigned

Reply message

Callback number

Callback I1d

Unassigned)

Framed route

Framed-IPX-
network

State

Class

Vendor specific

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Controller as

Hosted AAA
Server

Proxy Server

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Partial compliant

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Partial compliant

Not applicable

Fully compliant

Ruckus AP

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Comments

Used only in
reject.

Partial compliant Access request

Not applicable

Fully compliant

sent by AP is not
present.
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Section Number

5.27

5.28

5.29

5.30

5.31

5.32

5.33

5.34

5.35

5.36

5.37

5.38

5.39

Section Title

Session timeout

Idle timeout

Termination-
action

Called-Station-Id

Calling-Station-
Id

NAS identifier

Proxy state

Login-LAT-
Service

Login-LAT-Node

Login-LAT-Group

Framed-
AppleTalk-link

Framed-
AppleTalk-
network

Framed-
AppleTalk-zone

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Controller as

Proxy Server

Fully compliant

Fully compliant

Not applicable

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Hosted AAA
Server

Not applicable

Ruckus AP Comments

Not applicable

Not applicable

Not applicable

Fully compliant

Fully compliant

Fully compliant

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable
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Section Number | Section Title Controller as

Proxy Server Hosted AAA
Server

Ruckus AP Comments

5.40 CHAP challenge  Not applicable

5.41 NAS port type Compliant

5.42 Port limit Not applicable

5.43 Login-LAT-Port Not applicable

5.44 Table of Partial compliant
attributes

6 IANA No requirement

considerations

Parent topic: RFC Compliance Details

RADIUS - RFC 4372

Not applicable

Compliant

Not applicable

Not applicable

Partial compliant

No requirement

The following table lists the RFC compliance 4372 for the controller based on the dynamic authorization

extension to remote authentication dial in user service (RADIUS).

Table 1. RADIUS - RFC 4372

Section Number Section Title Compliance

Comment

1. Introduction No requirement
1.1 Motivation No requirement
1.2 Terminology No requirement

2 Operation No requirement

59



RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Section Number Section Title Compliance Comment

2.1. Chargeable User Identify ~ Compliant
(CUI) attribute

2.2 CUI attribute Compliant

3 Attribute table Compliant

4 Diameter considerations  Not applicable
5 IANA considerations No requirement
6 Security considerations Compliant

7 Acknowledgments No requirement
8 References No requirement
8.1 Normative references No requirement
8.2 Informative references No requirement

Parent topic: RFC Compliance Details

RADIUS - RFC 5176

The following table lists the RFC compliance 5176 for the controller based on the dynamic authorization
extensions to remote authentication dial in user service (RADIUS).

Table 1. RADIUS - RFC 5176

Section Number Section Title - Non TTG

Introduction No requirement

1.1 Applicability No requirement
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Section Number

Section Title

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

TTG

Comment

1.2

1.3

2.1.

2.2

2.3

3.1.

3.2

3.3

3.4

Requirements
language

Terminology

Overview

Disconnect
Messages (DM)

Change of
Authorization
Messages (CoA)

Packet format

Attributes

Proxy state

Authorize only

State

Message
authenticator

No requirement

No requirement

No requirement

Compliant

Compliant

Compliant

Compliant

Compliant

Partially compliant

Compliant

Compliant

No acct terminate
cause in DM-ACK.
(disconnect message
acknowledgment)

Messages from

DAC (Dynamic
Authorization Client)
need to be assigned
to the controller IP
address rather than
the NAS IP address.

Does not support
IPvé.

Ruckus AP does not
support CoA service
type authorize only.
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Section Number

Section Title

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

TTG

Comment

3.5

3.6

6.1

6.2

6.3

8.1

Error cause

Table of attributes

Diameter
considerations

IANA considerations

Security
considerations

Authorization issues

IPsec usage
guidelines

Replay protection

Example traces

References

Normative
references

Compliant

Compliant

Not applicable

No requirement

No requirement

Compliant

Non-compliant

Partially compliant

No requirement

No requirement

No requirement

Error cause attribute
values 201, 202,
406, 502, 504, 507
and 508 are not
supported in this
release.

This feature is not
supported.

The event
timestamp attribute
is not included

in CoA. DM

request checks

for duplication of
controller initiated
CoA/DM.
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Section Number

8.2 Informative No requirement
references
9 Acknowledgments No requirement

Parent topic: RFC Compliance Details

RADIUS Extension - RFC 2869

The following table lists the RFC compliance 2869 for the controller based on the RADIUS extension.

Comments

Table 1. RADIUS Extension - RFC 2869

Section Number | Section Title Controller as Ruckus AP

Hosted AAA
Server

-- e
1

Introduction No requirement No requirement  Information
1.1 Specification of  No requirement No requirement Information
requirements
1.2 Terminology No requirement No requirement Information
2 Operation No requirement No requirement Information
21 RADIUS support Compliant Compliant Supports
for interim accounting
accounting interim.
updates
2.2 RADIUS support = Not applicable Not applicable

for Apple
remote access
protocol



Section Number

2.3.1

2.3.2

2.3.3

2.34

2.35

Section Title

RADIUS support
for EAP
(Extensible
Authentication
Protocol)

Protocol
overview

Retransmission

Fragmentation

Examples

Alternative uses

Packet format

Packet type

Attributes
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Controller as

Proxy Server

Fully compliant

Fully compliant

Compliant

Fully compliant

Not applicable

Not Applicable

Compliant

Compliant

Partially compliant

Hosted AAA

Ruckus AP

Fully compliant

Fully compliant

Compliant

Fully compliant

Not applicable

Not Applicable

Compliant

Compliant

Partially
compliant

Comments

Supports EAP
inside RADIUS.

The controller
acts as both
proxy and AAA
server.

Session timeout
is present only in
accept message.

Does not
support EAP-
PPP.

Does not
support
encapsulated
EAP.

The controller
does not use all
the listed
attributes.
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Section Number | Section Title
-

5.1

5.2

5.3
5.4
5.5

5.5

5.7

5.8

5.9
5.10
5.11

5.12

5.13

Acct-Input-
Gigawords

Acct-Output-
Gigawords

Event timestamp

ARAP password

ARAP features

ARAP-zone-
access

ARAP security

ARAP security-
data

Password retry

Prompt

Connect info

Configuration
token

EAP message

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Controller as

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Fully compliant

No requirement

Fully compliant

Hosted AAA

Ruckus AP Comments

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Not applicable

Fully compliant

No requirement Does not
support this
attribute.

Fully compliant

65



Section Number

5.14

5.15

5.16

5.17

5.18

5.19

7.1

7.2

Section Title

Message
authenticator

ARAP challenge-
response

Acct-interim-
interval

NAS-Port-ID

Framed pool

Table of
attributes

IANA
considerations

Security
considerations

Message
authenticator
security

EAP security

References

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Controller as

Proxy Server

Fully compliant

No requirement

Fully compliant

No requirement

No requirement

Partially compliant

No requirement

No requirement

Fully compliant

Not applicable

No requirement

Hosted AAA

Ruckus AP

Fully compliant

No requirement

No requirement

No requirement

No requirement

Partially

compliant

No requirement

No requirement

Fully compliant

Not applicable

No requirement

Comments

Configuration is
available in the
controller web
user interface.

The listed
attributes are
compliant
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Section Number

9 Acknowledgmen
ts

10 Chair's address

11 Author's address

12 Full copyright
statement

Parent topic: RFC Compliance Details

Proxy Server
Server

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

Section Title Controller as Ruckus AP

Hosted AAA

No requirement

No requirement

No requirement

No requirement

RADIUS Accounting - RFC 2866

The following table lists the RFC compliance 2866 for the controller based on the RADIUS accounting.

Section Number | Section Title

1 Introduction

1.1 Specification of
requirement

1.2 Terminology

Table 1. RADIUS Accounting - RFC 2866

PDG Support (AP generated
accounting packets, proxied by the
Controller)

No requirement

No requirement

No requirement

No requirement

TTG Support Comments
(Controller
generated

accounting

packets)

No requirement

No requirement

No requirement

No requirement  Informative
No requirement Informative
No requirement Informative
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Section Number | Section Title PDG Support (AP generated TTG Support Comments
accounting packets, proxied by the | (Controller
Controller) generated
accounting

packets)

m e

2 Operation Compliant Fully compliant  Fully compliant = Accounting
packets initiated
from Ruckus
AP’s for PDG
does not have a
secondary
server option.

2.1 Proxy Not applicable Fully compliant  Fully compliant
3 Packet format Fully compliant Fully compliant
4 Packet type Fully compliant Fully compliant
4.1 Accounting Fully compliant Fully compliant  For TTG, NAS
request port type is set
to 0 (ASYNC) and
no NAS port.
For PDG, NAS
port type is set
to as (19),
wireless 802.11.
4.2 Accounting Fully compliant Fully compliant
response
5 Attributes Fully compliant Fully compliant
5.1 Acct - Status Fully compliant = Compliant Compliant Accounting
Type on/off Proxy is

not supported
for TTG Calls as
controller has
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Section Number | Section Title

5.2 Acct - Delay-
Time

5.3 Acct - Input -
Octates

54 Acct - Output -
Octates

5.5 Acct-Session-Id

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

PDG Support (AP generated
accounting packets, proxied by the
Controller)

Fully compliant

Non compliant

Non compliant

Fully compliant

TTG Support
(Controller
generated
accounting

packets)

m e -

Fully compliant

Non compliant

Non compliant

Fully compliant

Comments

other
mechanisms to
handle the
same.

The attribute is
present in
interim
message. The
RFC
recommends
that the
attribute is
present in stop.

The attribute is
present in
interim
message. The
RFC
recommends
that the
attribute is
present in stop.

For TTG, the
case value is
assigned by
GGSN/PGW.
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Section Number | Section Title

5.5 Acct-Authentic

5.7 Acct-Session-
Time

5.8 Acct-Input-
Packets

5.9 Acct-Output-
Packets

5.10 Acct-Terminate-

Cause

RUCKUS SmartZone 6.1.1 (LT-GA) Supported RFCs and Standards Compliance Report

PDG Support (AP generated
accounting packets, proxied by the
Controller)

Controller

Compliant

Non compliant

Non compliant

Non compliant

Compliant

TTG Support Comments
(Controller
generated

accounting

packets)

Not applicable Only RADIUS is

used.

The attribute is
present in
interim
message. The
RFC
recommends
that the
attribute is
present in stop.

Non compliant

The attribute is
present in
interim
message. The
RFC
recommends
that the
attribute is
present in stop.

Non compliant

The attribute is
present in
interim
message. The
RFC
recommends
that the
attribute is
present in stop.

Non compliant

Compliant Only a few

causes have
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Section Number

--m e

5.11

5.12

5.13

10

11

12

13

Section Title

Acct-Multi-
Session-Id

Acct-Link-Count

Table of

attributes

IANA

considerations

Security

considerations

Change log

References

Acknowledgmen
ts

Chair's address

Author's address

Full copyright
statement
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PDG Support (AP generated
accounting packets, proxied by the
Controller)

Fully compliant

Fully compliant

Compliant

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

TTG Support Comments
(Controller
generated

accounting

packets)

been
implemented.

Not applicable

Not applicable

Compliant

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement
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Parent topic: RFC Compliance Details

Carrying Location Objects in RADIUS - RFC 5580

The following table lists the RFC compliance 5580 for carrying location objects in RADIUS.

Section Number Section Title Compliance Comments

1 Introduction No requirement
2 Terminology No requirement
3 Delivery Methods for No requirement

Location Information

3.1 Location Delivery Partially compliant Supported only through
based on Out-of-Band RADIUS proxy.
Agreements

Location information will
only be present in the first
encrypted user. Access-
request can be modified
as for EAP TTLS/TLS.
Location information will
only be present in the first
encrypted user Access-

request.
3.2 Location Delivery based Partially compliant Supported only through
on Initial Request RADIUS proxy.
3.3 Location Delivery based Non-compliant
on Mid-Session Request.
3.4 Location Delivery in Partially compliant Supported only through
Accounting Messages. RADIUS proxy.
4 Attributes No requirement
4.1* Operator Name attribute ~ Non-compliant
4.2 Location Information Fully compliant
attribute
4.3 Location Data attribute Fully compliant
43.1 Civic Location Profile Fully compliant

attribute
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Section Title

Compliance

Comments

4.3.2

4.4

4.5

4.6

4.7

7.1

7.2

7.21

7.2.2

7.2.3

7.3

8.1

8.2

Geospatial Location
Profile attribute

Basic Location Policy Rules
attribute

Extended Location Policy
Rules attribute

Location Capable attribute

Requested Location
Information attribute

Table of Attributes

Diameter RADIUS
Interoperability

Security Considerations
Communication Security
Privacy Consideration

RADIUS Client

RADIUS Server

RADIUS Proxy

Identity Information and
Location Information

IANA Considerations

New Registry: Operator
Namespace Identifier

New Registry: Location
Profiles

Fully compliant

Fully compliant

Fully compliant

Fully compliant

Partially compliant

Partially compliant

Not applicable

No requirement
Partially compliant
Partially compliant

Not applicable

Partially compliant

Fully compliant

Not applicable

Fully compliant

Fully compliant

Fully compliant

CoA (Change of
Authorization) for location
request. Location capable
is not supported.

CoA with location is not
supported.

Diameter inter working is
not supported.

Only RADIUS client
functionality is used.

Only supports RADIUS
client functionality only
for proxy with respect to
location.

Non-proxy not supported.
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Section Number Section Title Compliance Comments

8.3 New Registry: Location- Compliant User Location is not
Capable attribute supported.

8.4 New Registry: Entity Types Partially compliant Value(0) is not supported.

8.5* New Registry: Privacy Compliant Not configuring all the
Flags privacy flags.

8.6 New Registry: Requested  No requirement
Location Information
attribute

9 Acknowledgments No requirement

10 References No requirement

10.1 Normative References Non-compliant

10.2 Informative References No requirement

Appendix A. Matching with GEOPRIV No requirement Informative

Requirements

Al Distribution of Location No requirement Informative
Information at the User's
Home Network

A.2 Distribution of Location No requirement Informative
Information at the Visited
Network
A.3 Requirements Matching No requirement Informative
® Note:

e 4.1* Operator-Name-Attribute - This attribute is not present in dictionary.ruckus file and therefore
marked as Non-Complaint.

e 8.5* New Registry: Privacy Flags - All privacy flags are not configured and only a few are implemented,
therefore marked as Complaint.

Parent topic: RFC Compliance Details
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Lightweight Directory Access Protocol (LDAP) - RFC 4511

The following table lists the RFC compliance 4511 for controller based on the Lightweight Directory Access
Protocol (LDAP).

Table 1. LDAP Compliance- RFC 4511

Section Number Section Title

Proxy Requirement Comments

1 Introduction No requirement
2 Conventions No requirement
3 Protocol model No requirement
4 Element of protocol No requirement
4.1 Common elements No requirement
4.2 Bind operations Compliant

4.3 Unbind operation Compliant

4.4 Unsolicited notification Not compliant
45 Search operation Compliant

4.6 Modify operation Not compliant
4.7 Add operation Not compliant
4.8 Delete operation Not compliant
4.9 Modify DN operation Not compliant
4.10 Compare operation Not compliant
4.11 Abandon operation Not compliant
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Section Number Section Title Proxy Requirement Comments

4.12 Extended operation Not compliant

4.13 Intermediate response Not compliant
message

4.14 Start TLS operation Not compliant

5 Protocol encoding Compliant

5.2 Transmission Control Compliant

Protocol (TCP)

5.3 Termination of the LDAP  Compliant Unbind
session
6 Security considerations Compliant Simple authentication
7 Acknowledgments No requirement
8 Normative references No requirement
9 Informative references No requirement

Parent topic: RFC Compliance Details

CoA and DM to support RFC 5176 in Proxy Mode

Change of Authorization (CoA) and Disconnect Message (DM) attributes that support RFC 5176 in Proxy Mode
are documented.

The following sections contain information about:
e Compliance Table
o CoA message attributes
e Disconnect message attributes

e Error cause
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Table 1. Compliance table for CoA/DM

Section Title CoA /DM message from | Comments

Radius server processed
by Controller

1 Introduction No requirement Informative
1.1 Applicability No requirement Informative
1.2 Requirements Language No requirement Informative
1.3 Terminology No requirement Informative
2 Overview Fully Compliant Commonly implemented

features of
Disconnect and Change-
of-Authorization

2.1 Disconnect Fully Compliant
Messages(DMs)
2.2 Change-of- Compliant
Authorization(CoA)
Messages
2.3 Packet Format Compliant
3 Attributes Compliant NAS identification
attributes and session
identification attributes
are supported.
3.1 Proxy State Non-compliant
3.2 Authorize Only Non-compliant
3.3 State Partially compliant Attribute is present in the

CoA message.

3.4 Message-Authenticator Fully compliant
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Section Title

CoA /DM message from
Radius server processed

by Controller

Comments

3.5

3.6

6.1

6.2

6.3

8.1

8.2

Error-Cause

T able of Attributes

Diameter Considerations

IANA Considerations

Security Considerations

Authorization Issues

IPsec Usage Guidelines

Replay Protection

Example Traces

References

Normative References

Informative References

Acknowledgments

Appendix A

Parent topic: RFC Compliance Details

Partially compliant

Partially compliant

Non-compliant

No requirement

Non-compliant

Non-compliant

Non-compliant

Non-compliant

No requirement

No requirement

No requirement

No requirement

No requirement

No requirement

Only a few causes are
handled.

Few attributes are not
supported. If it is received
the controller-RAC ignores
it.

Informative

Informative

Informative

Informative

Informative

Informative

Informative
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CoA Message Attributes

The following table lists the CoA message attributes.

Table 1. CoA Message Attributes

User-Name Supported Validated by RAC if
present in CoA request

4 NAS-IP-A ddress Supported Validated by RAC if
present in CoA request

5 NAS-Port Supported Validated by RAC if
present in CoA request

6 Service-Type Ignored Not validated and ignored
by RAC (ACK is sent )

7 Framed-Protocol Ignored Not validated and ignored
by RAC (ACK is sent)

8 Framed-IP-Address Supported Validated by RAC if
present in CoA request

9 Framed-IP-Netmask Ignored Not validated and ignored
by RAC (ACK is sent)

10 Framed-Routing Ignored Not validated and ignored
by RAC (ACK is sent)

11 Filter-ID Supported Validated by RAC if
present in CoA request

12 Framed-MTU Ignored Not validated and ignored
by RAC (ACK is sent)

13 Framed-Compression Ignored Not validated and ignored
by RAC (ACK is sent)

14 Login-IP-Host Ignored Not validated and ignored
by RAC (ACK is sent)

15 Login-Service Ignored Not validated and ignored
by RAC (ACK is sent)

16 Login-TCP-Port Ignored Not validated and ignored
by RAC (ACK is sent)

18 Reply-Message Ignored Not validated and ignored
by RAC (ACK is sent )
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20

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

Call back-Number

Callback-Id

Framed-Route

Framed-IPX-Network

State

Class

Vendor-Specific

Session-Timeout

Idle-Timeout

Termination-Action

Called-Station-Id

Calling-Station-Id

NAS-Identifier

Proxy-State

Login-LAT-Service

Login-LAT-Node

Login-LAT-Group
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Ignored

Ignored

Ignored

Ignored

Ignored

Supported

Not supported

Supported

Supported

Ignored

Supported

Supported

Supported

Ignored

Ignored

Ignored

Ignored

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Validated by RAC if
present in CoA request

Not supported by RAC
(NAK is sent)

Validated by RAC if
present in CoA request

Validated by RAC if
present in CoA request

Validated by RAC if
present in CoA request

Validated by RAC if
present in CoA request

Validated by RAC if
present in CoA request

Validated by RAC if
present in CoA request

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)
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39

44

50

55

56

57

58

59

61

62

63

64

65

66

67
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Framed-AppleTalk-Link

Framed-AppleTalk-

Framed-AppleTalk-Zone

Acct-Session-1D

Acct-Multi-Session-1d

Event-Timestamp

Egress-VLANID

Ingress-Filters

Egress-VLAN-Name

User-Priority-Table

NAS-Port-Type

Port-Limit

Login-LAT-Port

Tunnel-Type

Tunnel-Medium-Type

Tunnel-Client-Endpoint

Tunnel-Server-Endpoint

Ignored

Ignored

Ignored

Supported

Supported

Ignored

Ignored

Ignored

Ignored

Ignored

Not supported

Ignored

Ignored

Ignored

Ignored

Ignored

Ignored

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Validated by RAC if
present in CoA request

Validated by RAC if
present in CoA request

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not supported by RAC
(NAK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)
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71

72

78

79

80

81

82

83

85

87

88

89

90

91

92

94
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Tunnel-Password

ARAP-Features

ARAP-Zone-Access

Configuration-Token

EAP-Message

Message-Authenticator

Tunnel-Private-Group-ID

Tunnel-Assignment-ID

Tunnel-Preference

Acct-Interim-Interval

NAS-Port-1D

Framed-Pool

Chargeable-User-Identity

Tunnel-Client-Auth-1D

Tunnel-Server-Auth-I1D

NAS-Filter-Rule

Originating-Line-Info

Ignored

Ignored

Ignored

Ignored

Ignored

Ignored

Ignored

Ignored

Ignored

Supported

Ignored

Ignored

Supported

Ignored

Ignored

Ignored

Not supported

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Validated by RAC if
present in CoA request

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Validated by RAC if
present in CoA request

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not validated and ignored
by RAC (ACK is sent)

Not supported by RAC
(NAK is sent)
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NAS-IPv6-Address Supported Validated by RAC if
present in CoA request

96 Framed-Interface-ID Supported Validated by RAC if
present in CoA request

97 Framed-IPv6-Prefix Supported Validated by RAC if
present in CoA request

98 Login-IPv6-Host Ignored Not validated and ignored
by RAC (ACK is sent)

99 Framed-IPv6-Route Ignored Not validated and ignored
by RAC (ACK is sent)

100 Framed-IPvé-Pool Ignored Not validated and ignored
by RAC (ACK is sent)

101 Error-Cause Not supported Not supported by RAC
(NAK is sent)

123 Delegated-IPvé6-Prefix Ignored Not validated and ignored
by RAC (ACK is sent)

Parent topic: CoA and DM to support RFC 5176 in Proxy Mode

Disconnect Messages Attributes

The following table lists the Disconnect Messages (DM) message attributes.

Table 1. DM Attributes

User-Name Supported Validated by RAC if
present in DM request

4 NAS-IP-Address Supported Validated by RAC if
present in DM request

5 NAS-Port Supported Validated by RAC if
present in DM request

6 Service-Type Ignored Not validated and ignored
by RAC (ACK is sent )

8 Framed-IP-Address Supported Validated by RAC if
present in DM request
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Reply-Message Ignored Not validated and ignored
by RAC (ACK is sent )

19 Callback-Number Ignored Not validated and ignored
by RAC (ACK is sent)

24 State Not supported Not validated and ignored
by RAC (ACK is sent)

25 Class Ignored Not validated and ignored
by RAC (ACK is sent)

26 Vendor-Specific Not supported Not supported by RAC
(NAK is sent)

27 Session-Timeout Supported Validated by RAC if
present in DM request

30 Called-Station-ID Supported Validated by RAC if
present in DM request

31 Calling-Station-ID Supported Validated by RAC if
present in DM request

32 NAS-Identifier Supported Validated by RAC if
present in DM request

33 Proxy-State Ignored Not validated and ignored
by RAC (ACK is sent)

44 Acct-Session-I1D Supported Validated by RAC if
present in DM request

49 Acct-Terminate-Cause Supported Validated by RAC if
present in DM request

50 Acct-Multi-Session-1D Supported Validated by RAC if
present in CoA request

55 Event-Timestamp Ignored Not validated and ignored
by RAC (ACK is sent)

61 NAS-Port-Type Not supported Not supported by RAC
(NAK is sent)

79 EAP-Message Ignored Not validated and ignored
by RAC (ACK is sent)

80 Message-Authenticator Ignored Not validated and ignored
by RAC (ACK is sent)
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95

96

97

101
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NAS-Port-ID Ignored

Chargeable-User-Identity =~ Supported

NAS-IPv6-Address Supported
Framed-Interface-ID Supported
Framed-IPvé6-Prefix Supported
Error-Cause Not supported

Parent topic: CoA and DM to support RFC 5176 in Proxy Mode

Error Cause

The following table lists the error cause attributes.

Table 1. Error Cause

Not validated and ignored
by RAC (ACK is sent)

Validated by RAC if
present in DM request

Validated by RAC if
present in DM request

Validated by RAC if
present in DM request

Validated by RAC if
present in DM request

Not supported by RAC
(NAK is sent)

202

401

402

403

404

405

406

407

Residual Session Context
Removed

Invalid EAP Packet
(Ignored)

Unsupported Attribute Supported

Missing Attribute Supported
NAS Identification Supported
Mismatch

Invalid Request
Unsupported Service
Unsupported Extension

Invalid Attribute Value
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Administratively

Prohibited

502 Request Not Routable
(Proxy)

503 Session Context Not Supported
Found

504 Session Context Not
Removable

505 Other Proxy Processing
Error

506 Resources Unavailable

507 Request Initiated

508 Multiple Session Selection
Unsupported

Parent topic: CoA and DM to support RFC 5176 in Proxy Mode
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SNMP v3 Compliance

Module Compliance

Boundary Conditions Compliance
SNMP GET Compliance

SNMP Bulk Compliance

SNMP Next Compliance

SNMP Set Compliance

Module Compliance

The following figure shows the module compliance based on RFC 2571.

Figure 1. Statement of module compliance

Test Name Purpose |9tatus I
[31.21 valk MIB to collect variables WARNING |
1361 Check system group AILED
36.2 Check sysORTable ASSED
363 Check SNMP group ASSED
391 Detect missing object in GROUP WARNING |

[39.2 Detect missing objects in MIBs WARNING |
Parent topic: SNMP v3 Compliance

Boundary Conditions Compliance

The following figure shows the statement of boundary conditions compliance for RFC 2571.

Figure 1. Boundary conditions compliance
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Test Name [Purpose

3.1.24 vWalk MIB to collect variables
B5141 snmplnASNParseEmrrs

3512 Request with non-minimal encoding
351.31 snmplnASNParseErrs

85132 snmpinBadyersions

35133 Request with 129 sub-ids

B514 Request with smaller BER length
83515 Request with larger BER length
B5A.7 Request with unexpected PDUs
35241 Request with non-zero errorStatus
3522 Request with non-zero errorindex
3523 Request with zero varbinds
3524 Request without using NULL
83525 Request with tooBig varbinds
3526 Request with MAX and MIN reqg-ID

Parent topic: SNMP v3 Compliance

SNMP GET Compliance

The following figure shows the statement of SNMP set compliance for RFC 2571.

Figure 1. SNMP GET compliance

Test Name |Pu’mse

B3.1.24 vWalk MIB to collect variables
33141 GET on each variable

B31.2 GET on padded OIDs

331.3 GET on non-existent OIDs
3314 GET on incomplete OIDs

3321 GET variables in unrelated tables
8322 GET variables in unrelated tables
3323 GET variables within same table

Parent topic: SNMP v3 Compliance

SNMP Bulk Compliance

The following figure shows the statement of SNMP bulk compliance for RFC 2571.

Figure 1. SNMP bulk compliance
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Test Name Purpose

3121 WWalk MIB to collect variables
32141 BULK with 0 vbind

3212 BULK with vhinds

3.21.20 BULK WALK with configurable M , R and acceptable
[3.21.3 BULK with R and 0 vbinds

3.21.4 BULK with R and vbinds

3215 BULK with N and 0 vbind

3216 BULK with N and vbinds

3.21.7 with N, R and 0 vhind
3.21.8 with N, R and vhinds

3221 BULK with negative R and 0 vbind
3222 BULK with negative R and vbinds
3223 BULK with negative N and 0 vhind
[3.2.2.4 BULK with negative R and vbinds
3225 BULK with negative N, R and 0 vhind
3226 BULK with negative N, R and vbinds
3.2.3.1 BULK from 0.0

3232 BULK from 1.0

3233 BULK from 2.0

3.2.3.4 BULK walking MIBs

3.2.4.1 BULK with arbitrary OIDs

3.2.4.2 BULK with large instance-IDs
3243 BULK with padded OIDs

3244 BULK on unrelated tables

3245 BULK on unrelated variables
32486 BULK on columnar objects

3251 BULK with large N and vbinds
3252 BULK with large R and few vbinds
3.25.21 BULK with large R and few vbinds

Parent topic: SNMP v3 Compliance

SNMP Next Compliance

The following figure shows the statement of SNMP next compliance for RFC 2571.

Figure 1. SNMP next compliance
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Test Name IPu'pose

3.1.21 Wialk MIB to collect variables
3123 walk by column and scalar
31141 NEXT request from 0.0
3112 NEXT request from 1.0
3113 NEXT reqguest from 2.0
3122 Walk and check object syntax
3131 NEXT with arbitrary OIDs
3132 NEXT with large instance-IDs
3133 NEXT with padded OIDs
3141 NEXT on unrelated tables
3142 NEXT with unrelated variables
3143 NEXT on columnar objects
315 Check Request-ID correlation

Parent topic: SNMP v3 Compliance

SNMP Set Compliance

The following figure shows the statement of SNMP set compliance for RFC 2571.

Figure 1. SNMP set compliance

Test Name |Purpose |status
121 Walk MIB to collect variables

4.1 SET read-write objects

411 SET non-existent objects

412 SET on incomplete OIDs

413 SET read-write & read-create objects atomically

42 SET with invalid syntax

4341 SET Integer below range

4310 SET Integer with loweriupper value

432 SET Integer above range

433 SET Integer below enumeration

4330 SET Integer with loweriupper enumeration

434 SET Integer above enumeration

441 SET non-ASCI NVT string

4410 SET ASCI NVT string

442 SET with wrong NVT string

443 SET string below SIZE

4430 SET string with upperfower SIZE UNINITIATED
444 SET string above SIZE
451 SET read-only objects AILED

Parent topic: SNMP v3 Compliance
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SNMP v2c¢ Compliance

Module Compliance

Boundary Conditions Compliance
SNMP GET Compliance

SNMP Bulk Compliance

SNMP Set Compliance

Module Compliance

The following figure shows the module compliance based on RFC 1901.

Figure 1. Statement of module compliance

SNMPy2c Tests for All MIBs Loaded -- Module Compliance Group

Test Name Purpose Status
2121 Walk MIB to collect variables

26.1 Check system group

26.2 Check sysORTable

263 Check SNMP group

291 Detect missing object in GROUP

292 Detect missing objects in MIBs

Parent topic: SNMP v2c Compliance

Boundary Conditions Compliance

The following figure shows the statement of boundary conditions compliance for RFC 1901.

Figure 1. Boundary conditions compliance
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SNMPv2c Tests for All MiBs Loaded -- Boundary Condtions Group

Test Name |[Purpose

2121 walk MIB to collect variables
2511 snmplnASNParseErrs

2512 Request with non-minimal encoding
25131 snmplnASNParseErrs

25132 snmpinBadVersions

25133 Request with 129 sub-ids

2514 Request with smaller BER length
2515 Request with larger BER length
2517 Request with unexpected PDUs
25241 Request with non-zero errorStatus
2522 Request with non-zero errorindex
2523 Request with zero varbinds
2524 Request without using NULL
2525 Request with tooBig varbinds
25286 Request with MAX and MIN reg-ID
[2.8.1 snmpinBadCommunityNames

Parent topic: SNMP v2c Compliance

SNMP GET Compliance

The following figure shows the statement of SNMP GET compliance for RFC 1901.

Figure 1. SNMP GET compliance

— SNMPv2c Tests for All MIBs Loaded -- GET Group

Test Name |Purpose

2121 vWalk MIB to collect variables

2311 GET on each variable

2312 GET on padded OlDs

2313 GET on non-existent ODs

2314 GET on incomplete OlDs

2321 GET variables in unrelated tables

2322 GET variables in unrelated tables
| R323 GET variables within same tabie

Parent topic: SNMP v2c Compliance

SNMP Bulk Compliance

The following figure shows the statement of SNMP bulk compliance for RFC 1901.

Figure 1. SNMP bulk compliance
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SNMPy2c Tests for All MIBs Loaded -- BULK Group

Test Name Purpose

[21.21 Walk MIB to collect variables
2214 BULK with 0 vhind

2212 BULK with vhinds

22120 BULK WALK with configurable M , R and
2213 BULK with R and 0 vbinds

2214 BULK with R and vhinds

2215 BULK wyith N and 0 vhind

22186 BULK with N and vhbinds

2217 BULK with N, R and 0 vbind
2218 BULK with N, R and vhinds

224 BULK with negative R and 0 vbind
2222 BULK with negative R and vbinds
2223 BULK with negative N and 0 vbind
2224 BULK with negative R and vbinds
225 BULK with negative N, R and 0 vbind
2226 BULK with negative N, R and vhinds
2231 BULK from 0.0

2232 BULK from 1.0

2233 BULK from 2.0

2234 BULK walking MiBs

2241 BULK with arbitrary OlDs

2242 BULK with large instance-IDs
2243 BULK with padded OlDs

2244 BULK on unrelated tables

2245 BULK on unrelated variables
22456 BULK on columnar objects

2251 BULK wyith large N and vbinds
2252 BULK wvith large R and fe'w vbinds
22521 BULK with large R and few vbinds

Parent topic: SNMP v2c Compliance

SNMP Set Compliance

The following figure shows the statement of SNMP set compliance for RFC 1901.

Figure 1. SNMP set compliance
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[~ SNMPv2c Tests for All MiBs Loaded -- SET Group

Test Name [Purpose

2121 Walk MIB to collect variables

241 SET read-write objects

2411 SET non-existent objects

2412 SET on incomplete ODs

2413 SET read-write & read-create objects atoga i)

242 SET with invalid syntax

2431 SET Integer below range

24310 SET Integer within range

2432 SET Integer above range

2433 SET Integer below enumeration

24330 SET Integer with lower/upper enumeratioUNINITIATED

2434 SET Integer above enumeration AILED

2441 SET non-ASCH NVT string AILED

24410 SET ASCH NVT string UNINITIATED

2442 SET with wrong NVT string AILED

2443 SET string below SIZE AILED

24430 SET string with upperiower SIZE UNIMNITIATED

2444 SET string above SIZE

2451 SET read-only objects

2452 SET varbinds order processing

2453 SET varbinds order processing

2461 SET varbinds value processing

24610 SET two varbinds with both correct valud JNINITIATED

2462 SET varbinds value processing

24620 SET two varbinds with both bad values UNINITIATED

25186 SET with constructed value AILED
251860 SET with primtive value ~~ UNINITIATED

Parent topic: SNMP v2c Compliance
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